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Summary

Country critical infrastructures are composed of public and private institutions in the sectors of agriculture, food, water, public health, emergency services, government, defense industrial base, information and telecommunications, energy, transportation, banking and finance, chemicals and hazardous materials, and postal and shipping. Cyberspace is their nervous system—the control system of our country.

Cyberspace is composed of thousands of interconnected computers, servers, routers, switches, and fiber optic cables that allow our critical infrastructures to work. Thus, the healthy functioning of cyberspace is essential to our economy and our national security.

The purpose of this document is to engage and empower Armenians to secure the portions of cyberspace that they own, operate, control, or with which they interact. Securing cyberspace is a difficult strategic challenge that requires coordinated and focused effort from our entire society—the central and local governments, the private sector, and the Armenian people.
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The Armenia National Strategy to Secure Cyberspace outlines an initial framework for both organizing and prioritizing efforts. It identifies steps that the government, private companies and organizations, and individual Armenians can take to improve our collective cybersecurity.

The Strategy highlights the role of public-private engagement. The document provides a framework for the contributions that are to be made to secure our part of cyberspace. The dynamics of cyberspace will require adjustments and amendments to the Strategy over time.

The speed and anonymity of cyber attacks makes it difficult to distinguish the attackers. The task often occurs only after the fact, if at all. Therefore, the Armenia National Strategy to Secure Cyberspace helps reduce our country’s vulnerability to destructive attacks against our critical information infrastructures or the physical assets that support them.

Strategic Objectives
The strategic objectives of the Armenia National Strategy to Secure Cyberspace are to:

• Prevent cyber attacks against Armenia’s critical infrastructures;

• Reduce national vulnerability to cyber attacks; and

• Minimize damage and recovery time from cyber attacks that do occur.

Threat and Vulnerability

Our economy and national security are dependent upon information technology and the information infrastructure. At the core of the information infrastructure upon which we depend is the Internet, a system originally designed to share unclassified research among scientists who were assumed to be uninterested in abusing the network. It is that same Internet that today connects millions of other computer networks making most of the nation’s essential services and infrastructures work. These computer networks also control physical objects such as electrical transformers, trains, pipelines, pumps, chemical vats, radars, and stock markets, all of which exist beyond cyberspace.

A spectrum of malicious actors can and do conduct attacks against our critical information infrastructures. Of primary concern is the threat of organized cyber attacks capable of causing disruption to our country’s critical infrastructures, economy, or national security.

The required technical sophistication to carry out such an attack is high—and partially explains the lack of a destructive attack to date. However, there have been instances where organized attackers have exploited vulnerabilities that may be indicative of more destructive capabilities.

Uncertainties exist as to the intent and full technical capabilities of several observed attacks. Enhanced cyber threat analysis is needed to address long-term trends related to threats and vulnerabilities. What is known is that the attack tools and methodologies are becoming widely available, and the technical capability and sophistication of users bent on causing havoc or disruption is improving.

Armenia’s enemies may conduct espionage on our Government, university research centers, and private companies. They may also seek to prepare for cyber strikes during a confrontation by mapping Armenia information systems, identifying key targets, and lacing our infrastructure with back doors and other means of access. In wartime or crisis, adversaries may seek to intimidate the country’s political leaders by attacking critical infrastructures and key economic functions or eroding public confidence in information systems.
Cyber attacks on Armenia information networks can have serious consequences such as disrupting critical operations, causing loss of revenue and intellectual property, or loss of life. Countering such attacks requires the development of robust capabilities where they do not exist today if we are to reduce vulnerabilities and deter those with the capabilities and intent to harm our critical infrastructures.

Critical Priorities for Cyberspace Security

The National Strategy to Secure Cyberspace articulates five national priorities including:

I. A National Cyberspace Security Response System (Computer Emergency Response Team, CERT);

II. A National Cyberspace Security Threat and Vulnerability Reduction Program;

III. A National Cyberspace Security Awareness and Training Program;

IV. Securing Governments’ Cyberspace; and 

V. National Security and International Cyberspace Security Cooperation.

The first priority focuses on improving our response to cyber incidents and reducing the potential damage from such events. The second, third, and fourth priorities aim to reduce threats from, and our vulnerabilities to, cyber attacks.

The fifth priority is to prevent cyber attacks that could impact national security assets and to improve the international management of and response to such attacks.

Priority I: A National Cyberspace Security Response System

Rapid identification, information exchange, and remediation can often lessen the damage caused by malicious cyberspace activity. For those activities to be effective at a national level, Armenia needs a partnership between Internet NGOs, industry and government, to perform analyses, issue warnings, and coordinate response efforts.

Privacy and civil liberties must be protected in the process. Because no cybersecurity plan can be unreceptive to sophisticated and intelligent attack, information systems must be able to operate while under attack and have the resilience to restore full operations quickly.

The National Strategy to Secure Cyberspace identifies eight major actions and initiatives for cyberspace security response:

1. Establish a public-private architecture for responding to national-level cyber incidents;

2. Provide for the development of tactical and strategic analysis of cyber attacks and vulnerability assessments;

3. Encourage the development of a private sector capability to share a synoptic view of the health of cyberspace;

4. Expand the Cyber Warning and Information Network to coordinate crisis management for cyberspace security;

5. Improve national incident management;

6. Coordinate processes for voluntary participation in the development of national public-private continuity and contingency plans;

7. Exercise cybersecurity continuity plans for government systems; and

8. Improve and enhance public-private information sharing involving cyber attacks, threats, and vulnerabilities.

Priority II: A National Cyberspace Security Threat and Vulnerability Reduction Program

By exploiting vulnerabilities in our cyber systems, an organized attack may endanger the security of our country’s critical infrastructures.

The vulnerabilities that most threaten cyberspace occur in the information assets of critical infrastructure enterprises themselves and their external supporting structures, such as the mechanisms of the Internet. Lesser-secured sites on the interconnected network of networks also present potentially significant exposures to cyber attacks. Vulnerabilities result from weaknesses in technology and because of improper implementation and oversight of technological products.

The National Strategy to Secure Cyberspace identifies eight major actions and initiatives to reduce threats and related vulnerabilities:

1. Enhance law enforcement’s capabilities for preventing and prosecuting cyberspace attacks;

2. Create a process for national vulnerability assessments to better understand the potential consequences of threats and vulnerabilities;

3. Secure the mechanisms of the Internet by improving protocols and routing;

4. Foster the use of trusted digital control systems/supervisory control and data acquisition systems;

5. Reduce and remediate software vulnerabilities;

6. Understand infrastructure interdependencies and improve the physical security of cyber systems and telecommunications;

7. Prioritize cybersecurity research and development agendas; and

8. Assess and secure emerging systems.

Priority III: A National Cyberspace Security Awareness and Training Program

Many cyber vulnerabilities exist because of a lack of cybersecurity awareness on the part of computer users, systems administrators, technology developers, procurement officials, auditors, chief information officers (CIO), chief executive officers (CEO), and corporate boards.

Such awareness-based vulnerabilities present serious risks to critical infrastructures regardless of whether they exist within the infrastructure itself. A lack of trained personnel and the absence of widely accepted, multi-level certification programs for cybersecurity professionals complicate the task of addressing cyber vulnerabilities.
The National Strategy to Secure Cyberspace identifies four major actions and initiatives for awareness, education, and training:

1. Promote a comprehensive national awareness program to empower all Armenians—businesses, the general workforce, and the general population—to secure their own parts of cyberspace;

2. Foster adequate training and education programs to support the Nation’s cybersecurity needs;

3. Increase the efficiency of existing government cybersecurity training programs; and

4. Promote private-sector support for well-coordinated, widely recognized professional cybersecurity certifications.

Priority IV: Securing Governments’ Cyberspace

Although governments administer only a minority of the Country’s critical infrastructure computer systems, governments at all levels perform essential services in the agriculture, food, water, public health, emergency services, defense, social welfare, information and telecommunications, energy, transportation, banking and finance, chemicals, and postal and shipping sectors that depend upon cyberspace for their delivery. Governments can lead by example in cyberspace security, including fostering a marketplace for more secure technologies through their procurement.

The National Strategy to Secure Cyberspace identifies five major actions and initiatives for the securing of governments’ cyberspace:

1. Continuously assess threats and vulnerabilities to government cyber systems;

2. Authenticate and maintain authorized users of government cyber systems;

3. Secure government wireless local area networks;

4. Improve security in government outsourcing and procurement; and

5. Encourage central and local governments to consider establishing information technology security programs and participate in information sharing and analysis centers with similar governments.

Priority V: National Security and International Cyberspace Security Cooperation

Armenia’s cyberspace links the Armenia to the rest of the world. A network of networks spans the planet, allowing malicious actors on one continent to act on systems thousands of miles away. Cyber attacks cross borders at light speed, and discerning the source of malicious activity is difficult. Armenia must be capable of safeguarding and defending its critical systems and networks. Enabling our ability to do so requires a system of international cooperation to facilitate information sharing, reduce vulnerabilities, and deter malicious actors.

The National Strategy to Secure Cyberspace identifies six major actions and initiatives to strengthen Armenia’s national security and international cooperation:

1. Strengthen cyber-related counterintelligence efforts;

2. Improve capabilities for attack attribution and response;

3. Improve coordination for responding to cyber attacks within the Armenia national security community;

4. Work with industry and through international organizations to facilitate dialogue and partnerships among international public and private sectors focused on protecting information infrastructures and promoting a global “culture of security;”
5. Foster the establishment of national and international watch-and-warning networks to detect and prevent cyber attacks as they emerge; and

6. Encourage other nations to accede to the Council of Europe Convention on Cybercrime, or to ensure that their laws and procedures are at least as comprehensive.

A National Effort

Protecting the widely distributed assets of cyberspace requires the efforts of many Armenians. The government alone cannot sufficiently defend Armenia’s cyberspace. It is required that organizations outside the government take the lead in many of these efforts. Every Armenian who can contribute to securing part of cyberspace is encouraged to do so. The central government invites the creation of, and participation in, public-private partnerships to raise cybersecurity awareness, train personnel, stimulate market forces, improve technology, identify and remediate vulnerabilities, exchange information, and plan recovery operations.

A Country in Cyberspace

Our Country’s critical infrastructures consist of the physical and cyber assets of public and private institutions in several sectors: agriculture, food, water, public health, emergency services, government, defense industrial base, information and telecommunications, energy, transportation, banking and finance, chemicals and hazardous materials, and postal and shipping. Cyberspace is the nervous system of these infrastructures—the control system of our country. Cyberspace comprises thousands of interconnected computers, servers, routers, switches, and fiber optic cables that make our critical infrastructures work. Thus, the healthy functioning of cyberspace is essential to our economy and our national security. However, we are aware of the existence of cyberspace vulnerabilities and the fact that malicious actors seek to exploit them. (See, Cyberspace Threats and Vulnerabilities.)

This National Strategy to Secure Cyberspace is part of an overall effort to protect the Country. The purpose of this document is to engage and empower Armenians to secure the portions of cyberspace that they own, operate, or control, or with which they interact. Securing cyberspace is a difficult strategic challenge that requires coordinated and focused effort from our entire society—the central and local governments, the private sector, and the Armenian people.

A Unique Problem, a Unique Process

Most critical infrastructures, and the cyberspace on which they rely, are privately owned and operated. The technologies that create and support cyberspace evolve rapidly from private sector and academic innovation. Government alone cannot sufficiently secure cyberspace.

Thus, there is a call for voluntary partnerships among government, industry, academia, and nongovernmental groups to secure and defend cyberspace. 

In recognition of this need for partnership, the process to develop the National Strategy to

Secure Cyberspace included soliciting views from both the public and private sectors. The Strategy is not immutable; actions will evolve as technologies advance, as threats and vulnerabilities change, and as our understanding of the cybersecurity issues improves and clarifies. A national dialogue on cyberspace security must therefore continue.

Five National Cyberspace Security Priorities

The National Strategy to Secure Cyberspace is a call for national awareness and action by individuals and institutions throughout the Armenia, to increase the level of cybersecurity countrywide and to implement continuous processes for identifying and remedying cyber vulnerabilities. Its framework is an agenda of five broad priorities that require widespread voluntary participation. Addressing these priorities requires the volunteer leadership of some organizations. They must take the task of translating the Strategy’s recommendations into actions.

Corporations, universities, and local governments, and other partners are also encouraged to take actions consistent with these five national cyberspace security priorities. Each private-sector organization must make its own decisions based on cost effectiveness analysis and risk-management and mitigation strategies.

The National Strategy to Secure Cyberspace articulates five national priorities. The first priority focuses on improving our ability to respond to cyber incidents and reduce the potential damage from such events. The second, third, and fourth priorities aim to reduce the numbers of cyber threats and our overall vulnerability to cyber attacks. The fifth priority focuses on preventing cyber attacks with the potential to impact national security assets and improving international management of and response to such attacks.

Priority I: A National Cyberspace Security Response System

Rapid identification, information exchange, and remediation can often lessen the damage caused by malicious cyberspace activity. For those activities to take place effectively at a national level there is a need for a partnership between government, NGOs and industry to perform analyses, issue warnings, and coordinate response efforts. Privacy and civil liberties must be protected in the process.

Because no cybersecurity plan can be perfect, information systems must be able to operate while under attack and also have the resilience to restore full operations in their wake. To prepare for the possibility of major cyber attacks, Armenia needs a national cyber disaster recovery plan. The National Cyberspace Security Response System should involve public and private institutions and cyber centers to perform analysis, conduct watch and warning activities, enable information exchange, and facilitate restoration efforts.

As there is a strong NGO “Internet Society of Armenia” (ISOC AM), having representatives from academia, ISPs, libraries, universities and having good collective knowledge of the cybersecurity problems it seems natural to create a Cybersecurity Center within that organization. There are finance problems hindering setting of that center however a Center of Computer Emergency Response Team (CERT) web site was recently set up (www.cert.am). The Armenia national cybersecurity strategy is based upon that of US, as the most advanced country in cybersecurity (www.us-cert.org). 

 It is planned to establish an office of that Center with a small staff and good Internet connection. The next step is the establishment of organizational Computer Security Incident Response Teams (CSIRTs). All major Internet players must set up their own CSIRTs. It is not an easy task to explain to the organization’s decision makers and persuade them that the CSIRT is really necessary for the organization. A good presentation must be prepared demonstrating the consequences of cyber attacks on the organization and the extent of possible loss of information as well as how CSIRT will add value to the organization.  

In order to be effective CSIRT needs to understand both organizational and technical structures, the network layout of the organization, where key services, risks and control points are. 

Organizational CSIRTs had to be accredited in country’s CERT by presenting the description of the organization and its network. CERT should investigate what type of response capability the organization has, whether there is a security policy and disaster recovery plan.

 Organizational CSIRTs had to provide statistics about the number of security problems that have been encountered by the organization.

A network of organizational CSIRTs should be created headed by the country CERT, which in turn should be accredited in the world CERT network, www.cert.org.  

It should also be stated that paradoxically one of main threats to the national cybersecurity is Armenian Telecom, Armentel, a telecommunication monopoly. Recently because of mismanagement, low quality and reliability of service Armenia had not Internet connection for 10 hours.
National Cyberspace Security Response System should provide:

Analysis ( Warning ( Incident Management ( Response/Recovery

Analysis

Analysis is the first step toward gaining important insight about a cyber incident, including the nature of attack, the information it compromised, and the extent of damage it caused. Analysis can also provide an indication of the intruder’s possible intentions, the potential tools he used, and the vulnerabilities he exploited. There are three closely related, but discrete, categories of analysis related to cyberspace:
(i) Tactical analysis examines factors associated with incidents under investigation or specific, identified vulnerabilities to generate indications and warnings. Examples of tactical analysis include: examining the delivery mechanism of a computer virus to develop and issue immediate guidance on ways to prevent or mitigate damage; and studying a specific computer intrusion, or set of intrusions, to determine the perpetrator, his motive, and his method of attack.

(ii) Strategic analysis looks beyond specific incidents to consider broader sets of incidents or implications that may indicate threats of potential national importance. For example, strategic analyses may identify long-term trends related to threat and vulnerability that could be used to provide advanced warnings of increasing risks, such as emerging attack methods. Strategic analysis also provides policymakers with information they can use to anticipate and prepare for attacks, thereby diminishing the damage they cause. Strategic analysis also provides a foundation to identify patterns that can support indications and warnings.

(iii) Vulnerability assessments are detailed reviews of cyber systems and their physical components to identify and study their weaknesses. Vulnerability assessments are an integral part of the intelligence cycle for cyberspace security. These assessments enable planners to predict the consequences of possible cyber attacks against specific facilities or sectors of the economy or government. These projections then allow infrastructure owners and operators to strengthen their defenses against various types of threat. 

Warning
There is a need to create a single point-of-contact for interaction of CSIRTs for 24 x7 functions, including cyberspace analysis, warning, information sharing, major incident response, and national-level recovery efforts. Private sector organizations, which have major contributions for those functions, are encouraged to coordinate activities on a 24 x 7 basis.

The national CERT should provide an out-of-band private and secure communications network for government and industry, with the purpose of sharing cyber alert and warning information.


Incident Management

National incident  management capabilities should integrate CSIRTs, chief information officers as well as international entities

Responses/Recovery

An important way to reduce an organization’s exposure to cyber-related losses, as well as to help protect companies from operational and financial impairment, is to ensure that adequate contingency plans are developed and tested. 

Corporations are encouraged to regularly review and exercise IT continuity plans and to consider diversity in IT service providers as a way of lessening risk. 

Corporations are encouraged to consider active involvement in industry wide programs to share information on IT security, including the potential benefits of joining an appropriate CSIRT. Colleges and universities are encouraged to consider establishing CSIRTs to deal with cyber attacks and vulnerabilities; and, an on-call point-of-contact, to Internet service providers and law enforcement officials in the event that the school’s IT systems are discovered to be launching cyber attacks.

Priority II: A National Cyberspace Security Threat and Vulnerability Reduction Program

By exploiting vulnerabilities in our cyber systems, an organized cyber attack may endanger the security of our Country’s critical infrastructures. Cyberspace vulnerabilities occur in the critical infrastructure enterprises and government departments themselves, in their external supporting structures (such as the mechanisms of the Internet), and in unsecured sites across the interconnected network of networks. Vulnerabilities exist for several reasons including technological weaknesses, poor security-control implementation, and absences of effective oversight.

A National Cyberspace Security Threat and Vulnerability reduction program will include coordinated national efforts conducted by nongovernmental organizations and the private sector to identify and remediate the most serious cyber vulnerabilities through collaborative activities, such as sharing best practices and evaluating and implementing new technologies. Additional program components will include raising cybersecurity awareness, increasing criminal justice activities, and developing national security programs to deter future cyber threats.

To raise the cybersecurity awareness it would be necessary to organize a series of workshop involving organizational CSIRT representatives, to inform them about security alerts, patch updates, antivirus, antispyware and antispam best practices. Creating a network of CSIRTs with a corresponding mailing list will help to raise the cybersecurity awareness and lessen the danger of cyber attacks.

The strategy cannot aim to eliminate all vulnerabilities, or to deter all threats. Rather, we will pursue a three-part effort to:

(1) Reduce threats and deter malicious actors through effective programs to identify and punish them;

(2) Identify and protect from those existing vulnerabilities that could create the most damage to critical systems, if exploited; and

(3) Develop new systems with less vulnerability and assess emerging technologies for vulnerabilities.

Priority III: A National Cyberspace Security Awareness and Training Program

Many information-system vulnerabilities exist because of a lack of cyberspace security awareness on the part of computer users, systems administrators, technology developers, procurement officials, auditors, chief information officers, chief executive officers, and corporate boards. These vulnerabilities can present serious risks to the infrastructures even if they are not actually part of the infrastructure itself. A lack of trained personnel and the absence of widely accepted, multi-level certifications for personnel further complicate the task of reducing vulnerabilities.

The National Cyberspace Security Awareness and Training Program will raise cybersecurity awareness in companies, government agencies, universities, and among the Country’s computer users. It will further address shortfalls in the numbers of trained and certified cybersecurity personnel.

We rely upon the help of international organizations to organize the training of cybersecurity specialists. Among them is OSI, which is wide known by its extremely helpful information program. It is already planned that OSI will help to train about 60 school, library and organizational network administrators in cybersecurity. More programs will follow with the help of World Bank (Enterprise Incubator Foundation).

In addition to the vulnerabilities in existing information technology systems, there are at least two other major barriers to users and managers acting to improve cybersecurity:

(1) a lack of familiarity, knowledge, and understanding of the issues; and (2) an inability to find sufficient numbers of adequately trained and/or appropriately certified personnel to create and manage secure systems. Among the components of this priority are the following:

• Promote a comprehensive national awareness program to empower all Armenians—businesses, the general workforce, and the general population—to secure their own parts of cyberspace;

• Foster adequate training and education programs to support the Country’s cybersecurity needs;

• Increase the efficiency of existing governmental cybersecurity training programs; and

• Promote private sector support for well coordinated, widely recognized professional cybersecurity certification.

Priority IV: Securing Governments’ Cyberspace

Although government administer only a minority of the Country’s critical infrastructure computer systems, governments at all levels perform essential services that rely on each of the critical infrastructure sectors, which are agriculture, food, water, public health, emergency services, government, defense industrial base, information and telecommunications, energy, transportation, banking and finance, chemicals and hazardous materials, and postal and shipping. With respect to investment in cyberspace security, government can lead by example by fostering a marketplace for more secure technologies through large procurements of advanced information assurance technologies.

A program to implement such products will help to ensure that governmental computer systems and networks are secure. The government will also assist local governments with cybersecurity awareness, training, and information exchange.

The Armenian government should develop a special cybersecurity program to protect governmental networks. 

A country program for secure cyberspace should promote:

a. Awareness

A Comprehensive National Awareness Program to Empower All Armenians—Businesses, the General Workforce, and the General Population—to Secure their Own Parts of Cyberspace should be developed. The major player should be the Internet Society of Armenia and its CERT that will information on cybersecurity for consumers and small businesses through http://www.cert.am. 
Awareness plays an especially important role in increasing the cybersecurity of Institutions of Higher Education (IHEs). As recent experience has shown, organized attackers have collectively exploited many insecure computer systems traceable to the campus networks of higher education as a platform from which to launch denial-of-service attacks and other threats to unrelated systems on the Internet.

Such attacks harm not only the targeted systems, but also the owners of those systems and those who desire to use their services. IHEs are subject to exploitation for two reasons: (1) they possess big amounts of computing power; and (2) they allow relatively open access to those resources. 

The computing power owned by IHEs is extensive, covering schools, many with research and significant central computing facilities. The higher education community, collectively, has been actively engaged in efforts to organize its members and coordinate action to raise awareness and enhance cybersecurity on Armenia’s campuses. Top university presidents should adopted a Plan for Action that commits them to giving IT security high priority and to adopting the policies and measures necessary to realize greater system security:

(1) Make IT security a priority in higher education;

(2) Revise institutional security policy and improve the use of existing security tools;

(3) Improve security for future research and education networks;

(4) Improve collaboration between higher education, industry, and government; and

(5) Integrate work in higher education with the national effort to strengthen critical infrastructure.
Colleges and universities are encouraged to secure their cyber systems by establishing some or all of the following as appropriate: (1) one or more CSIRTs to deal with cyber attacks and vulnerabilities; (2) model guidelines empowering Chief Information Officers (CIO) to address cybersecurity; (3) one or more sets of best practices for IT security; and, (4) model user awareness programs and materials.

Large enterprises are encouraged to evaluate the security of their networks that impact the security of the Country’s critical infrastructures. Such evaluations might include: (1) conducting audits to ensure effectiveness and use of best practices; (2) developing continuity plans which consider offsite staff and equipment; and, (3) participating in industrywide information sharing and best practice dissemination.

b. Training

In addition to raising general awareness, the Country must focus resources on training a talented and innovative pool of citizens that can specialize in securing the infrastructure. While the need for this pool has grown quickly with the expansion of the Internet and the pervasiveness of computers, networks, and other cyber devices, the investment in training has not kept pace. Universities are turning out fewer engineering graduates, and much of their resources are dedicated to other subjects, such as biology and life sciences. 

The Internet Society of Armenia with its training center and high level trainers can do a lot in training. Cybersecurity specialists.

c. Certification

Related to education and training is the need for certification of qualified persons. Certification can provide employers and consumers with greater information about the capabilities of potential employees or security consultants. There is no training center in Armenia now that offers certification with a level of assurance about a person’s practical and academic qualifications, similar to those offered by the medical and legal professions. There is a need to open cybersecurity certification center in Internet Society of Armenia.

Priority V: National Security and International Cyberspace Security Cooperation

Armenia’s cyberspace links the Armenia to the rest of the world. A network of networks spans the planet, allowing malicious actors on one continent to act on systems thousands of miles away. Cyber attacks cross borders at light speed, and discerning the source of malicious activity is difficult. Armenia must be capable of safeguarding and defending its critical systems and networks—regardless of where an attack originates. Facilitating our ability to do so requires a system of international cooperation to enable the information sharing, reduce vulnerabilities, and deter malicious actors.

International cooperation should include accreditation of national CERT in the network of world CERTs, participation in the world workshops and conferences. AMCERT should become accredited in the Forum of Incidents Response Teams (FIRST), www.first.org. As an example of such cooperation is participation of the President of Internet Society of Armenia, Mr. I. Mkrtumyan in NATO organized workshop in Tbilisi “Establishing national CSIRTs in Caucasus”. It was very useful and inspired the development of this cybersecurity strategy for Armenia.

International cooperation implies efforts needed to enhance international cyberspace security cooperation. Key initiatives include:

1. Work through International Organizations and with Industry to Facilitate and to Promote a Global “Culture of Security”.

Armenia’s interest in promoting global cybersecurity extends beyond our borders. The vast majority of cyber attacks originates or passes through systems abroad, crosses several borders, and requires international investigative cooperation to be stopped.

Global networks supporting critical economic and security operations must be secure and reliable. Securing global cyberspace will require international cooperation to raise awareness, increase information sharing, promote security standards, and investigate and prosecute those who engage in cybercrime. Armenia is committed to working with countries to ensure the integrity of the global information networks that support critical economic and security infrastructure. 

2. Develop Secure Networks

Armenia should engage in cooperative efforts to solve technical, scientific, and policy related problems to assure the integrity of information networks. We will encourage the development and adoption of international technical standards and facilitate collaboration and research among the world’s best scientists and researchers.

Armenia should work through appropriate international organizations and in partnership with industry to facilitate dialogue between foreign public and private sectors on information infrastructure protection and promote a global “culture of security.”

3. Foster the Establishment of National and International Watch-and-Warning Networks to Detect and Prevent Cyber Attacks as they Emerge.

Armenia should join the efforts to develop its own watch-and-warning network capable of informing government agencies, the public, and other countries about impending attacks or viruses.

4. Encourage Other Countries to accede to the Council of Europe Convention on Cybercrime, or to ensure that their Laws and Procedures are at Least as Comprehensive.

Armenia should join the international cooperation in investigating and prosecuting cybercrime. Armenia should sign the Council of Europe Convention on Cybercrime, which requires countries to make cyber attacks a substantive criminal offense and to adopt procedural and mutual assistance measures to better combat cybercrime across international borders.

Cyberspace Threats and Vulnerabilities

Threats in Cyberspace

A spectrum of malicious actors can conduct attacks against our critical information infrastructures. Of primary concern is the threat of organized cyber attacks capable of causing destructive disruption to our country’s critical infrastructures, economy, or national security. 

Enhanced cyber threat analysis is needed to address long-term trends related to threats and vulnerabilities. What is known is that the attack tools and methodologies are becoming widely available, and the technical capability and sophistication of users bent on causing havoc or disruption is improving.

Reduce Vulnerabilities in the Absence of Known Threats

While the Country’s critical infrastructures must, of course, deal with specific threats as they arise, waiting to learn of an imminent attack before addressing important critical infrastructure vulnerabilities is a risky and unacceptable strategy. Cyber attacks can burst onto the Country’s networks with little or no warning and spread so fast that many victims never have a chance to hear the alarms. Even with forewarning, they likely would not have had the time, knowledge, or tools needed to protect themselves. In some cases creating defenses against these attacks would have taken days.

A key lesson derived from these and other such cyber attacks is that organizations that rely on networked computer systems must take proactive steps to identify and remedy their vulnerabilities, rather than waiting for an attacker to be stopped or until alerted of an impending attack. Vulnerability assessment and remediation activities must be ongoing. An information technology security audit conducted by trained professionals to identify infrastructure vulnerabilities can take months.

Subsequently, the process of creating a multilayered defense and a resilient network to remedy the most serious vulnerabilities could take several additional months. The process must then be regularly repeated.

Threat and Vulnerability: A Five-Level Problem

Managing threat and reducing vulnerability in cyberspace is a particularly complex challenge because of the number and range of different types of users. Cyberspace security requires action on multiple levels and by a diverse group of actors because literally hundreds of millions of devices are interconnected by a network of networks. The problem of cyberspace security can be best addressed on five levels.

Level 1, Home User/Small Business

Though not a part of a critical infrastructure the computers of home users can become part of networks of remotely controlled machines that are then used to attack critical infrastructures. Undefended home and small business computers, particularly those using digital subscriber line (DSL) or cable connections, are vulnerable to attackers who can employ the use of those machines without the owner’s knowledge. Groups of such “zombie” machines can then be used by third-party actors to launch denial-of-service (DoS) attacks on key Internet nodes and other important enterprises or critical infrastructures.

Level 2, Large Enterprises

Large-scale enterprises (corporations, government agencies, and universities) are common targets for cyber attacks. Many such enterprises are part of critical infrastructures. Enterprises require clearly articulated, active information security policies and programs to audit compliance with cybersecurity best practices. It is obvious that Armenian networks will be increasingly targeted by malicious actors both for the data and the power they possess.

Level 3, Critical Sectors/Infrastructures

When organizations in sectors of the economy, government, or academia unite to address common cybersecurity problems, they can often reduce the burden on individual enterprises. Such collaboration often produces shared institutions and mechanisms, which, in turn, could have cyber vulnerabilities whose exploitation could directly affect the operations of member enterprises and the sector as a whole.

Enterprises can also reduce cyber risks by participating in groups that develop best practices, evaluate technological offerings, certify products and services, and share information.

Level 4, National Issues and Vulnerabilities

Some cybersecurity problems have national implications and cannot be solved by individual enterprises or infrastructure sectors alone. All sectors share the Internet. Accordingly, they are all at risk if its mechanisms (e.g., protocols and routers) are not secure. Weaknesses in widely used software and hardware products can also create problems at the national level, requiring coordinated activities for the research and development of improved technologies.

Additionally, the lack of trained and certified cybersecurity professionals also merits national-level concern.

Level 5, Global

The worldwide web is a planetary information grid of systems. Internationally shared standards enable interoperability among the world’s computer systems. This interconnectedness, however, also means that problems on one continent have the potential to affect computers on another. We therefore rely on international cooperation to share information related to cyber issues and, further, to prosecute cyber criminals. Without such cooperation, our collective ability to detect, deter, and minimize the effects of cyber-based attacks would be greatly diminished.

New Vulnerabilities Requiring Continuous Response

New vulnerabilities are created or discovered regularly. The process of securing networks and systems, therefore, must also be continuous.

It was noted that not only are the numbers of cyber incidents and attacks increasing at an alarming rate, so too are the numbers of vulnerabilities that an attacker could exploit. Identified computer security vulnerabilities—faults in software and hardware that could permit unauthorized network access or allow an attacker to cause network damage—increased significantly.

The mere installation of a network security device is not a substitute for maintaining and updating a network’s defenses. Ninety percent of the participants are reported using antivirus software on their network systems, yet 85 percent of their systems had been damaged by computer viruses. In the same survey, 89 percent of the respondents had installed computer firewalls, and 60 percent had intrusion detection systems. Nevertheless, 90 percent reported that security breaches had taken place, and 40 percent of their systems had been penetrated from outside their network.

The majority of security vulnerabilities can be lessened through good security practices. As these numbers indicate, however, practicing good security includes more than simply installing those devices. It also requires operating them correctly and keeping them current through regular patching and virus updates.

Creating National CSIRTs

It is clear that there is a need for developing a community of educated, trained, knowledgeable, and aware practitioners who understand the risks and issues related to cybersecurity incidents and the threats and attacks from vulnerabilities (Georgia Killcrece, Steps for Creating National CSIRTs, August 2004,  CERT CSIRT Development Team, CERT® Coordination Center Networked Systems Survivability Program, Software Engineering Institute, Carnegie Mellon University, Pittsburgh PA 15213-3890, USA).
A country CERT (CSIRT) should build a community of CSIRTs and will have the following goals:

• establishing a national focal point within a country to coordinate incident response

• analyzing and synthesizing incident and vulnerability information disseminated by other teams, vendors, and technology experts to provide an assessment for their own constituency and communities

• facilitating communications across a diverse constituency—bringing together multiple sectors (government and military, critical services and infrastructures, commercial, academic, banking and finance, transportation, etc.) to share information and address computer security problems, such as widespread computer security incidents, threats and vulnerabilities.

• developing mechanisms for trusted communications within these communities.

Benefits of Country CSIRT

The Country CSIRT should:

·  serve as a trusted point of contact
·  develop an infrastructure for coordinating response to computer security incidents within a country, e.g., for incident and threat activity related to any potential national risk(s) to its critical infrastructures, 
·  develop a capability to support incident reporting across a broad spectrum of sectors
·  conduct incident, vulnerability, and artifact analysis, to disseminate information about reported vulnerabilities and corresponding response and  share knowledge and relevant mitigation strategies with appropriate constituents, partners, stakeholders and other trusted collaborators.

· participate in cyber “watch” functions; encourage and promote a community of national teams that share data, research, response strategies, and early warning notifications with each other and with similar points of contact throughout their own critical infrastructures.
·  help organizations and institutions within the nation develop their own incident management capabilities (e.g., provide guidance and information for planning and implementing the teams, build relationships and stimulate discussions among and across these government agencies, public/private businesses, or academic organizations). This might also include a mechanism for certifying or accrediting CSIRT organizations. 
·  make general security best practices and guidance available through publications, web sites, and other methods of communication. (This type of information can include technical guidance for securing host and network configurations, links to other trusted resources and information for implementing secure communications systems, or helping individual users protect their systems.) 
·  promote or undertake the development of education, awareness and training materials appropriate for a variety of different audiences. Target populations can include system and network administrators, other organizational CSIRTs within the country’s borders, policy makers, legal representatives, law enforcement and/or regulatory agencies, and general user populations.
·  identify and maintain a list of CSIRT capabilities and points of contact within a country.

Stages of creating a CSIRT:

· Education

· Planning

· Implementation

· Operation

· Collaboration

The stages provide a way of understanding what is involved in creating a team; from planning to building and sustaining an incident management capability. Some of the steps include identifying key stakeholders and participants in the development process; developing a strategic plan and vision for how the CSIRT will be organized, structured, staffed and funded; training the CSIRT staff to operate the CSIRT; and incorporating mechanisms to evaluate and improve CSIRT operations.

Stage 1 – Educating stakeholders about the development of a national team. This is an awareness stage, where those who need to participate in and promote the development and promotion of a national incident response capability learn what is involved in establishing the CSIRT—the decisions that must be made, the role the CSIRT will play (e.g., as a national focal point for incident reporting and response), and the key issues that are likely to be faced (management and staffing, developing trusted communications and coordination, effective processes, etc.)

In addition to leveraging publicly available training on CSIRT development issues, meetings and facilitated discussions should occur to raise issues related to establishing a national CSIRT capability and the benefits such an entity will provide. Such meetings and discussions should include, for example:

· understanding the business drivers and motivators behind this need for a national team (applicable regulatory requirements, critical infrastructures to be protected, the types of incidents or attacks that are occurring and that affect national interests, etc.)
·  understanding what is involved in developing incident response capabilities at a national team level (e.g., regulatory and legal requirements, determining who the constituency will be, mobilizing and staffing the team, outlining resource and infrastructure requirements, obtaining funding, developing partnerships, establishing security policies and guidelines)
·  identifying the people to be involved in the discussions for building a national team, those who will be involved in developing and promoting the CSIRT, and those who need to be involved in the planning and implementation process. This might include selected representatives from government agencies, critical infrastructures, homeland security organizations, military organizations, industry partners/commercial organizations, local and organizational CSIRTs or security teams, technology vendors, security product vendors, trusted experts, policy/law makers, legal counsel, human resources, public relations or media relations, law enforcement liaisons, business managers, IT and telecommunications staff,
·  learning what key resources and critical infrastructures exist within the nation
·  identifying the types of communications channels that need to be defined—not only for coordination during the development process, but later, for communicating across the  participants involved in the CSIRT constituency
·  considering the types of high-level mission, goals, objectives, and expectations a national team might establish
·  determining the specific laws, regulations, and other policies that will affect the national CSIRT development (what constraints, level of authority, information protection, or compliance issues will determine its operation)
·  investigating and identifying funding strategies that can be used to develop, plan,  implement and operate the response capability
·  determining technology and network information infrastructures that will be needed to support the operations of the national team
·  discussing basic response plans and interdependencies as they apply across a variety of sectors (government, business, finance, education, etc.)
·  understanding the potential set of core services that a national CSIRT may provide to its constituency
·  reviewing and researching what other countries are doing to create their national teams and identifying any best practices or guides that can be applied to this development effort

Stage 2 – Planning the CSIRT. Building on the knowledge and information that is gained during Stage 1; the next steps are to design and plan the national CSIRT. Issues that are reviewed and further discussed during this stage will include articulating the need for having a team and benefits it will provide, identifying its constituency, the services and support (or “role”) the national CSIRT will have, determining estimated costs to create and operate the team, a timeframe for putting it in place, the people who will be tasked with taking the plan and moving it forward towards implementation and operation of the CSIRT.

More specifically, activities at this stage include

· outlining the requirements and need for the national CSIRT.

This will include collecting information specific to the national CSIRT regarding

· laws and regulations that will affect operations of the national team

· critical resources that need to be identified and should be protected

· current incidents and trends that are being reported or should be reported

· existing incident response capabilities and computer security expertise

· gaps in providing coordinated response across the nation

· developing a vision for how the national CSIRT will operate.

This will include

· defining the mission of the national team

· determining the constituency (or constituencies) that it will serve

· identifying the communications interfaces between the constituency and the national  team (what exists and what will need to be developed or modified)

· determining the set of services that should be provided (e.g., alerts and announcements, translation services, incident analysis, incident response coordination, vulnerability analysis and coordination, evaluation of other teams within  the nation state through assessments or benchmarking, security awareness training.)

· identifying the organizational model, authority, and physical location for the national team, as well as the local protection requirements

· identifying the staff, equipment, and infrastructure needed to support and sustain the CSIRT

· developing budgets and funding proposal, project plans, or business operations plans. Funding strategies, for example, could include fee-based services, contract services, government sponsorship, academic or research sponsorship, consortium sponsorship, membership subscriptions, or some other combination of funding sources. In addition to initial start-up funding (that cover staff, space requirements, equipment and infrastructure costs, operational costs, etc.), budget plans for long-term sustainment of the CSIRT should also be prepared.

·  identifying the type of national (government) approval, leadership, and sponsorship that is needed for the CSIRT to be successful—and obtaining that support
·  identifying the types of staff skills and knowledge that is needed to operate the team
·  defining the types of roles and responsibilities11 for the national CSIRT (and the specific tasks to be undertaken, by whom, when, and under what conditions, the type of recording and tracking required, etc.)
·  specifying the incident management processes the team undertake (e.g., what will they do for prepare, protect, detect and response functions) as well as determining the relationships to similar processes in any of the external constituent organizations
·  developing a standardized set of criteria and consistent terminology for categorizing and defining incident activity and events
·  defining a set of incident handling guidelines, reporting requirements, and forms to outline how the national CSIRT will interact with the constituency and other global CSIRTs or external partners
·  determining any needed processes for integration with existing disaster recovery, incident response plans, business continuity plans, crisis management or other emergency management plans
·  identifying any constraints that might affect the development process and planning mitigation strategies (this could relate to compliance issues, infrastructure, or other political or socio-economic conditions)
·  determining methods for building trusted relationships and collaboration agreements with other key resources and critical infrastructures
·  designing the communication and coordination processes and mechanisms for information dissemination to the national CSIRT’s constituency (e.g., email, websites, published reports, or other mechanisms)
·  developing project timelines, deliverables
·  creating the national CSIRT plan based on outcomes from the planning activity, the vision and corresponding framework; obtaining feedback and review of the plan, incorporating revisions to the plan as necessary, developing schedules for reviews and modifications of the planning document and other supporting materials

The planning team may also want to develop a concept of operations document to assist in scoping or bounding the responsibilities of the team. Such a document would become the roadmap for development or the “vision” of the CSIRT and would capture the  high level overview of the above bulleted items (such as articulating or explaining the mission, goals and objectives, the constituency being served, authority, organizational structure and location of the team, set of services provided, etc.). It would also include information about guiding principles and other regulatory considerations, the coordination roles and responsibilities, how it will interact with others, the expectations and reporting requirements or guidelines, and discuss the structure and types of relationships the team has with other organizations (e.g., internal and external entities).

• Stage 3 – Implementing the CSIRT. During this stage, the project team uses information obtained from the previous two activities to build and implement the national CSIRT.

The basic steps that are involved include

· getting the funds (from sources identified during the planning stage). In this implementation stage, it means actually procuring or arranging that the funds are obtained or made available

·  announcing broadly that a national CSIRT is being created and where additional information can be obtained (about the team, rationale for developing the capability, progress on the development, reporting requirements, etc.)
·  formalizing coordination and communications mechanisms with stakeholders and other appropriate contacts (identifying the process for establishing points of contact, any formal requirements for non-disclosure or required information sharing agreements, encryption standards, or information dissemination guidance and corresponding procedures, etc.)
·  implementing the secure information systems and network infrastructures to operate the national CSIRT (e.g., secure servers, applications, desktops, telecommunications equipment and other infrastructure support resources)
·  developing operational policies and procedures for the CSIRT staff, including the criteria and reporting guidelines agreed to in the planning stage
·  developing internal policies and procedures for access and operation of CSIRT equipment and personal equipment, as well as acceptable use policies
·  implementing processes for the national CSIRT’s interactions with its constituency
·  identifying and hiring (or reassigning) personnel, obtaining appropriate training and education for the CSIRT staff, as well as determining other potential outreach efforts to train and educate the constituency.

Stage 4 – Operating the CSIRT. At the operational stage, the national CSIRT has a basic incident management capability in place and the team is actively receiving incident reports and coordinating responses to incidents. It is operational. The tasks identified in the planning and implementation stages now have form and substance. The national CSIRT has a vision with a framework that defines the mission, goals and objectives, structure, authority, funding, resources, and infrastructure to support and sustain the team.

Policies and procedures have been developed and implemented; including methods for developing and maintaining trusted relationships with partners, processes for establishing protected communications channels, plans for coordinating response and analysis functions, approaches for developing mitigation strategies, and disseminating information to the appropriate constituencies.

Key stakeholders and other constituencies (CSIRTs and trusted experts) recognize the team and the services and support provided by the national team. 
Clearly defined procedures for communications, coordination, and escalation in responding to cyber threats and preventing attacks are implemented and sustained.

The national team promotes the development and implementation of other local CSIRTs within its borders through resources such as documents, plans, templates for procedures and guidelines, training and awareness information, and other resource materials (possibly through a publicly accessible website).

Tasks occurring at this operations stage include

• actively performing the various services provided by the national CSIRT

• developing and implementing a mechanism for evaluating the effectiveness of the national CSIRT operations. This allows the national team to evaluate its operational capability to ensure it is meeting its mission and goals, as well as the needs of the community

• improving the national CSIRT according to the results of the evaluations

• expanding the mission, services, and staff as appropriate and as can be sustained to enhance service to the constituency (e.g., providing language translation services, expanded analysis and research capabilities)

• continuing to track any changes in the constituency, legislation, policy, or other regulations that will affect the overall mission and goals of the national team and determining mechanisms for implementing and incorporating changes in its operations to improve its effectiveness

• training new and existing staff in the national CSIRT’s operations, incident handling  processes and procedures, attack trends, mitigation strategies, and tools, and general information assurance knowledge as needed (this might include providing professional development and continuing education opportunities for appropriate staff) 

• continuing to develop and enhance CSIRT policies and procedures

Stage 5 – Collaboration. As the national CSIRT continues its operations and refinements, in parallel it is also maturing—it is further developing trusted relationships with key stakeholders, partners, and other CSIRTs. This mature team has been in existence for a  period of time and has extensive experience in incident handling and management activities. It is a trusted partner in the global CSIRT community.

The team has institutionalized its operations in the detection of cyber threats, response and the remediation of problems.

Activities at this stage include:

· participating in data and information sharing activities and supporting the development of standards for data and information sharing between partners, other CSIRTs, constituents, and other computer security experts

· participating in global “watch and warning” functions to support the community

· improving the quality of CSIRT activities by providing training, workshops, conferences that discuss attack trends and response strategies

· collaborating with others in the community to develop best practice documents and guidelines for protecting and securing critical infrastructures and for developing response strategies and plans

· reviewing and revising the processes for incident management as part of an ongoing improvement process. Changes in services provided by the CSIRT or other operational activities are announced broadly to the constituency and other stakeholders as appropriate

· promoting the development of organizational CSIRTs within the nation’s constituency and serving as a role model in the development of best practices for these newly developing CSIRTs. The national team may also provide services to evaluate and benchmark (or even certify and accredit) these CSIRTs.

Timeline

From initial education and awareness to peer collaboration will take time, especially when relating to the development of a national capability. Depending on the resources that are provided and “buy-in” from its key stakeholders and constituency, a CSIRT can take anywhere from 18-24 months to become fully operational (see the projected timeline below). This timeline can be extended or compressed, depending on a number of factors and decision points that are made. These are indicated at the bottom of the picture. The amount of resources that are available to define the mission, goals, and scope, etc., of the team will determine how quickly the CSIRT project can move from initial inception through planning and into the implementation and operations stages. As can be seen in the graphic, there are possibilities for overlapping some of the implementation and operational components (depending on progress of the project planning and implementation).

Note: This timeline focuses on the first four stages of development. It does not include maturation into the “collaborative” phase (Stage 5) of development; although during operational activities, the team will begin to build the trusted relationships that will lead to such collaborative activities.

In many cases, teams will start with a small number of services that they can provide

(e.g., perhaps just a centralized point of contact for cybersecurity incidents or coordination of responses, or a clearinghouse for disseminating computer security information resources), then gain acceptance from the community and begin to add additional services and support as resources permit. In this way the team builds the trust, respect, and understanding from the constituency it serves by proving it can be effective.

Training and education requirements will need to be scheduled to support the activities of the team (e.g., for new staff, project managers, incident handlers, analysts, support and other administrative staff who oversee and operate the national CSIRT). These training and mentoring activities can affect the range as well as the level of services that are implemented and provided to the constituency.

For the team to succeed, it is important to have strong commitment to and management of the project throughout all the stages of development, as well as to have long-range plans to sustain and operate the team over time. 
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