Overview of Security Situation of Information Systems in Armenia Network
The strategic objectives to provide secure and reliable operations of information systems (IS) in Armenia network are:
· Minimize the potential vulnerability risks of  cyber attacks

· Minimize the potential damages and decrease recovery time from cyber attacks that do occur

· Prevent cyber attacks against Armenia IS critical network infrastructure

The last event in Armenia IT society is establishing the national NREN CSIRT which will respond to NREN-level security incidents. The critical priorities for national CSIRT are:
· Cyberspace Security Response System

· Security awareness and training programs

· Security threats and vulnerability reduction program

· National and International Security Cooperation

The national CSIRT is Internet Society – Armenia (ISOC AM). The ISOC AM was chosen for the following reason:

· There are two NRENs – ASNET and ARENA, 

· Leaders of both organizations are members of ISOC AM,

· ISOC AM is the local internet community,

· ISOC AM is a member of CEENET representing Armenia NRENs and participates in other CEENET projects like Porta Optica, 

· ISOC AM is more responsive to the international cooperation and activity,
· ISOC AM is a manager and registry (AM NIC) of AM TLD and as such accumulates an important information on security, vulnerabilities, attacks.

· ISOC AM has a training center with qualified trainers,

· ISOC AM is conducting network administrators training courses,

· ISOC AM training center is a CIW authorized training center with training programs in Web design for E-commerce and Security
The most common security problems in Armenia network are:

· Spam


· Viruses
· Network Scans
· DOS attacks
· DDOS attacks

The security technologies which are implementing in AM NIC (ISOC AM) to provide secure and reliable operations in .am domain:

· All Web transactions through ISOC AM database are providing only by https
· SMTPS (SMTP over TLS) for e-mail delivery. All of outgoing traffic through secure and reliable link

· Firewall (statefull) technologies

· All DNS transfers are using TSIG (transaction signatures)

The Anti SPAM mechanisms which are using in Armenia network:
· Spamassassin – spam detection

· ORDB (open rely database) system, such as ordb.org, relies.ordb.org, bl.spamcop.net

The most useful Antivirus, which is using in Armenia Network, is Clamav. The current implementation of ipv6 in the AMNIC could provide the following services:

· SMTP

· WHOIS

· DNS

· HTTPS

· SSH

The new security technologies which are planning to use in the AMNIC:
· DNSSEC

· Intrusion detection and prevention systems

· The process that will allow to users to supply ipv6 glue records

· VPNs

· Authentication

· Authorization

· Digital signatures and certificates

We are planning to create Web Site to provide information about common security attacks and methods of remediation. In this site we’ll (ISOC AM – CERT/CSIR) try to:
· register and publish the statistics of attacks, their targets and sources (like www.hackerwatch.org),

· develop an infrastructure for coordinating response to computer security incidents within NRENs,

· Conduct incident and vulnerability analysis, disseminate information about reported vulnerabilities.

To provide information sharing involving security attacks, threats, and vulnerabilities, we’ll:
· RENs system administrators should be assigned as Chief Information Security Officers (CSIO) with the corresponding job description. CSIRT should develop a model job description;

· CISOs will have orientation meetings;

· A community of CISOs will be established. They will become members of the NREN CSIRT. A best practice document for members of CSIRT describing the cooperation principles should be developed by the NREN CSIRT; 

· A mailing list RENs’ CISOs will be created for distribution of information on security attacks, threats, and vulnerabilities.

Recommendations on setting corporate antivirus, patch update, enterprise antispyware servers, on the choice of open software, e.g. SPAMASSASIN for antispam, CLAMAV as a corporate antivirus program, etc. should be developed and will publish in the Web site.


